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1. Full ownership: T

2. Mutable reference: &mut T
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Lifetimes 'a decide how long borrows last (not relevant today).
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References Forbid Aliasing

We want to optimize this program:

fn foo(a: &mut i32) {
let x = *a;
*a = 42;
bar();
*a = x;

}

Correctness: bar() can not access a,
since mutable references have no aliases. .. or do
they?
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Unsafe Code Can Create Aliasing References

fn foo(a: &mut i32) { .. }

static mut GLOBAL: i32 = 0;
fn bar() {

unsafe { println!("{}", &GLOBAL); }
}
fn main() {

let a = unsafe { &mut GLOBAL };
foo(a);

}

Without optimizations:
⇝ 42

With optimizations:
⇝ 0
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Stacked Borrows: An Aliasing Model for Rust

RALF JUNG,Mozilla, USA and MPI-SWS, Germany
HOANG-HAI DANG,MPI-SWS, Germany
JEEHOON KANG, KAIST, Korea
DEREK DREYER,MPI-SWS, Germany

Type systems are useful not just for the safety guarantees they provide, but also for helping compilers generate
more efficient code by simplifying important program analyses. In Rust, the type system imposes a strict
discipline on pointer aliasing, and it is an express goal of the Rust compiler developers to make use of that alias
information for the purpose of program optimizations that reorder memory accesses. The problem is that Rust
also supports unsafe code, and programmers can write unsafe code that bypasses the usual compiler checks to
violate the aliasing discipline. To strike a balance between optimizations and unsafe code, the language needs
to provide a set of rules such that unsafe code authors can be sure, if they are following these rules, that the
compiler will preserve the semantics of their code despite all the optimizations it is doing.

In this work, we propose Stacked Borrows, an operational semantics for memory accesses in Rust. Stacked
Borrows defines an aliasing discipline and declares programs violating it to have undefined behavior, meaning
the compiler does not have to consider such programs when performing optimizations. We give formal
proofs (mechanized in Coq) showing that this rules out enough programs to enable optimizations that reorder
memory accesses around unknown code and function calls, based solely on intraprocedural reasoning. We
also implemented this operational model in an interpreter for Rust and ran large parts of the Rust standard
library test suite in the interpreter to validate that the model permits enough real-world unsafe Rust code.

CCS Concepts: • Theory of computation→ Operational semantics.

Additional Key Words and Phrases: Rust, operational semantics, alias analysis, program transformation

ACM Reference Format:
Ralf Jung, Hoang-Hai Dang, Jeehoon Kang, and Derek Dreyer. 2020. Stacked Borrows: An Aliasing Model for
Rust. Proc. ACM Program. Lang. 4, POPL, Article 41 (January 2020), 32 pages. https://doi.org/10.1145/3371109

1 INTRODUCTION
Type systems are useful not only for making our programs more secure and reliable, but also for
helping compilers generate more efficient code. For example, a language with a strong type system
does not have to waste time and space maintaining dynamic type information on all run-time
data. In a language like Rust [Klabnik and Nichols 2018], where the type system imposes a strict
discipline on pointer aliasing, it is thus a natural question to ask whether that static discipline can
be exploited by the compiler.
In particular, mutable references &mut T in Rust are unique pointers that cannot alias with

anything else in scope. This knowledge should enable us to optimize the following function:

Authors’ addresses: Ralf Jung, Mozilla, USA and MPI-SWS, Saarland Informatics Campus, Germany, jung@mpi-sws.org;
Hoang-Hai Dang, MPI-SWS, Saarland Informatics Campus, Germany, haidang@mpi-sws.org; Jeehoon Kang, KAIST, Korea,
jeehoon.kang@kaist.ac.kr; Derek Dreyer, MPI-SWS, Saarland Informatics Campus, Germany, dreyer@mpi-sws.org.

© 2020 Copyright held by the owner/author(s).
2475-1421/2020/1-ART41
https://doi.org/10.1145/3371109

Proc. ACM Program. Lang., Vol. 4, No. POPL, Article 41. Publication date: January 2020.

This work is licensed under a Creative Commons Attribution 4.0 International License.
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Idea: Declare that our unsafe code is wrong!
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NEVEN VILLANI∗, Univ. Grenoble Alpes, CNRS, Grenoble INP (Institute of Engineering), France
JOHANNES HOSTERT∗, ETH Zurich, Switzerland
DEREK DREYER, MPI-SWS, Germany
RALF JUNG†, ETH Zurich, Switzerland

The Rust programming language is well known for its ownership-based type system, which offers strong
guarantees like memory safety and data race freedom. However, Rust also provides unsafe escape hatches,
for which safety is not guaranteed automatically and must instead be manually upheld by the programmer.
This creates a tension. On the one hand, compilers would like to exploit the strong guarantees of the type
system—particularly those pertaining to aliasing of pointers—in order to unlock powerful intraprocedural
optimizations. On the other hand, those optimizations are easily invalidated by “badly behaved” unsafe code.
To ensure correctness of such optimizations, it thus becomes necessary to clearly define what unsafe code is
“badly behaved.” In prior work, Stacked Borrows defined a set of rules achieving this goal. However, Stacked
Borrows rules out several patterns that turn out to be common in real-world unsafe Rust code, and it does not
account for advanced features of the Rust borrow checker that were introduced more recently.

To resolve these issues, we present Tree Borrows. As the name suggests, Tree Borrows is defined by replacing
the stack at the heart of Stacked Borrows with a tree. This overcomes the aforementioned limitations: our
evaluation on the 30 000 most widely used Rust crates shows that Tree Borrows rejects 54% fewer test cases
than Stacked Borrows does. Additionally, we prove (in Rocq) that it retains most of the Stacked Borrows
optimizations and also enables important new ones, notably read-read reorderings.

CCS Concepts: • Theory of computation→ Operational semantics.

Additional Key Words and Phrases: Rust, operational semantics, compiler optimizations, Miri, Rocq

ACM Reference Format:
Neven Villani, Johannes Hostert, Derek Dreyer, and Ralf Jung. 2025. Tree Borrows. Proc. ACM Program. Lang.
9, PLDI, Article 188 (June 2025), 24 pages. https://doi.org/10.1145/3735592

1 Introduction
Type systems have been enormously effective at ruling out entire classes of bugs in an efficient and
compositional way. A recent success story is Rust, which uses affine (“ownership-based”) types and
lifetimes (a variant of region types) to statically ensure type safety, memory safety, and data race
freedom for lower-level systems programming applications without requiring a garbage collector.

However, the benefits of type systems go beyond “just” ensuring that programs don’t go wrong:
type systems can also help to make programs go fast. Indeed, from very early on, the Rust compiler
has used its type system not only to ensure type safety, but also to inform optimizations. Specifically,
Rust’s types encode powerful aliasing information: all references are either aliased or mutable,
∗Joint first authors.
†Lead senior author.

Authors’ Contact Information: Neven Villani, neven.villani@univ-grenoble-alpes.fr, Univ. Grenoble Alpes, CNRS, Grenoble
INP (Institute of Engineering), 38000 Grenoble, France; Johannes Hostert, johannes.hostert@inf.ethz.ch, ETH Zurich,
Department of Computer Science, Zurich, Switzerland; Derek Dreyer, dreyer@mpi-sws.org, MPI-SWS, Saarland Informatics
Campus, Germany; Ralf Jung, ralf.jung@inf.ethz.ch, ETH Zurich, Department of Computer Science, Zurich, Switzerland.

This work is licensed under a Creative Commons Attribution 4.0 International License.
© 2025 Copyright held by the owner/author(s).
ACM 2475-1421/2025/6-ART188
https://doi.org/10.1145/3735592

Proc. ACM Program. Lang., Vol. 9, No. PLDI, Article 188. Publication date: June 2025.
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Tree Borrows tracks references in a tree data structure:

Nodes precisely represent references.
One tree for each memory location.

Each access to x splits tree in two:

Local: references x is reborrowed from
Foreign: references unrelated to x
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Each Node is a State Machine

States represent permissions to read or write.

Every access causes transitions at every node, based on
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let x = *a;
*a = 42;
println!("{}", &GLOBAL);
*a = x;

}
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Wannes Tas’ idea: use fractions!
x: 1/4

ch1: 1/4
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± Higher-Level
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The End

Thanks for your attention!

7

What is Tree Borrows?

Wrongly aliased references are defined to have UB!
change Operational Semantics

less UB more UB
Rust Rust with TB

Compiler Optimizationsslow fast

easy hardVerification of unsafe
11

Each Node is a State Machine

States represent permissions to read or write.

Every access causes transitions at every node, based on

Local (↑) vs. Foreign (↓) access
Read (R) vs. Write (W) access
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Disabled

EUBE

↓W

↑W ↓R

↓R,↑R ↑R,↑W ↓R,↑R

↓R,↓W

↑W

↑R,↑W
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Protocols + Invariance = Local Reasoning

x: Unique ch1: Disabled∗ ∗ ch2: Unique

ch1
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↑W ↓-

↑- ↓W ↑W ↓-

Write-Invariant ⇒
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This is Just the Beginning

Our logic can do much more:

Node Deletion, Child Separation (Fractional Retags), ...
Protectors, thanks to Lazy Protector Ends
Pointer Arithmetic (“Dynamic Ranges”)
all dark corners of Tree Borrows

Current Status: Iris implementation, small case-studies
Further plans: More examples, simplification, completeness?,
verifier integration??, RustBelt 2.0???, . . .

More info:

All icons by https://www.flaticon.com/authors/freepik

https://jhostert.de/projects/tree_borrows/

