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Lifetimes 'a decide how long borrows last (not relevant today).



This system ensures safety!
Can it do more?
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Why Is This Optimization Legal?

Idea: Declare that our unsafe code is wrong!
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What is Tree Borrows?



What is Tree Borrows?

Wrongly aliased references are defined to have UB!
change Operational Semantics




What is Tree Borrows?

Wrongly aliased references are defined to have UB!
change Operational Semantics




What is Tree Borrows?

Wrongly aliased references are defined to have UB!
change Operational Semantics

Rust



What is Tree Borrows?

Wrongly aliased references are defined to have UB!
change Operational Semantics

Rust Rust with TB




What is Tree Borrows?

Wrongly aliased references are defined to have UB!
change Operational Semantics

Rust Rust with TB
less UB more UB
D., Compiler Optimizations o
slow @ p ptimiz l . fast




What is Tree Borrows?

Wrongly aliased references are defined to have UB!
change Operational Semantics

Rust Rust with TB

slow ’).,-Compiler Optimizations l .{;‘ fast
easy o l i i | - o
y Verllﬁcatlon of unsafe ¢ hard




What is Tree Borrows?

Wrongly aliased references are defined to have UB!
change Operational Semantics

Rust Rust with TB

| |
easy o I Verilﬁcation OfuIllsafe

Q" hard



What is Tree Borrows?

Wrongly aliased references[are defined to have UB!]

change Operational Semantics

Rust Rust with TB

[easy > heriﬁcation of unsafe

less UB

ol hard]

7




What is Tree Borrows?

Wrongly aliased references|are defined to have UB!
change Operational Semantics

Rust Rust with TB

[easy > LVeriﬁcation of unsafe

less UB

ol hard]

7




Putting The Borrows Into Trees

Tree Borrows tracks references in a tree data structure:



Putting The Borrows Into Trees

Tree Borrows tracks references in a tree data structure:



Putting The Borrows Into Trees

Tree Borrows tracks references in a tree data structure:

Nodes precisely represent references.
One tree for each memory location.

Each access to x splits tree in two:



Putting The Borrows Into Trees

Tree Borrows tracks references in a tree data structure:
Nodes precisely represent references.

One tree for each memory location.

Each access to x splits tree in two:

® Local; references x is reborrowed from



Putting The Borrows Into Trees

Tree Borrows tracks references in a tree data structure:

Nodes precisely represent references.
One tree for each memory location.

Each access to x splits tree in two:

® Local; references x is reborrowed from

® Foreign: references unrelated to



Putting The Borrows Into Trees

Tree Borrows tracks references in a tree data structure:

Nodes precisely represent references.
One tree for each memory location.

Each access to x splits tree in two:

® Local; references x is reborrowed from

® Foreign: references unrelated to

Access to x is foreign access in foreign nodes
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Tree Borrows tracks references in a tree data structure:

Nodes precisely represent references.
One tree for each memory location.

Each access to x splits tree in two:

® Local; references x is reborrowed from

® Foreign: references unrelated to

foreign nodes
local

foreign access in
local

Access to z is
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(* constraints on fragments caused by our parent protocols *)

global_iface_consistency_parents nm

(* constraints on fragments caused by our children protocols *)

global_iface_consistency_children nm

(* if a child exists, we must reference it in our list of children (i.e. no dangling children) *)
A global_parent_child_consistency nm

(* if a direct child exists, it's parent protocol must be _identical_ with the one we recorded *)
local_parent_child_consistency nm

(* all nodes are safe for the protector end action *)

A cloud_safe_for_protector_end nm.

>

>

about 100 lines just for protocol-protocol interactions

10 000 lines of Rocq in total
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+

Deeper Intuitions



The End

Thanks for your attention!

What is Tree Borrows?

Wrongly aliased references are defined to have UB!
change Operational Semantics,

Rust Rust with TB
less UB more UB

'
easy I Veriﬁcation of ur,lsafe- Q° hard

Each Node is a State Machine

States represent permissions to read or write.
Every access causes transitions at every node, based on

e Local (1) vs. Foreign (|) access
e Read (R) vs. Write (W) access

R/R RIW RIR

— Disabled

Protocols + Invariance = Local Reasoning

V W
« iz niqve >
cni cn2

Write-Invariant =

Write-Accessible

RIR RIW RIR R.W
aQ Q Q Q
e ke eaken
Reserved "2, unique -*¢2*€", Frozen "****™ pisabled

Protocol Compatibility: Nothing (-) < Read < Write

This is Just the Beginning

ROCQ

APPROVED
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e Node Deletion, Child Separation (Fractional Retags), ...
e Protectors, thanks to Lazy Protector Ends

e Pointer Arithmetic (“Dynamic Ranges”)

e all dark corners of Tree Borrows

Our logic can do much more:

Current Status: Iris implementation, small case-studies
Further plans: More simplification,
verifier integration??, RustBelt 2.0
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